IP Packets Deconstructed

Logging onto FTP server from Linux machine

Packet one – captured with Network Sniffer

TCP Port 32769 to 21 SYN window 5840  Seq 93209021  ACK 0

Packet size 60 Protocol 6
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IP  Header



1
69
69 = 0100   0101

0100 = 4 = Version of IP

0101 = 5 - Header length (4*5) = 20 bytes

2
0 
Type of Service

Used by some routers to prioritise packets i.e. some given higher precedence than others

3/4
0 60
Packet size in number of bytes

0 60 = 00000000 00111100

=  60

5/6
249  211
Identification of specific datagram

Unique for each packet – often just incremented by one.

7/8
64 0
64 0 =     01000000 00000000

010 = Flags   010

Last bit if 0 = last fragment of packet

Middle bit = Indicates that packet should not be fragmented.

0000000000000 = Fragmentation Offset

9
64
TTL – Time to live

64 – 01000000 

Number of times a packet can go through a router before being discarded.

10
6
Protocol Number 1 = ICMP

                            6 = TCP 

                          17 = UDP

11/12 
36 176
Header Check Sum

13/14/15/16
169.254.100.29
IP Source Address

17/18/19/20
169.254.100.30
IP Destination Address

TCP Header



21/22 
128 1 
Source Port

128 1 – 10000000 00000001 = 32769

Allows packets to be reordered 

23/24
0  21
Destination Port

0 21  - 00000000 00010101   = 21          

25/26/27/28
5 142 65 189
Sequence Number

5 142 65 189

00000101 10001110 01000001 10111101

= 93209021

29/30/31/32
0 0 0 0 
Acknowledgement Number

0 0 0 0 

00000000 00000000 00000000 00000000

= 0 

33
160
160 = 10100000

1010 = 10

TCP Header Length in bytes = 10*4 = 40 bytes  

0000 = Not used 

34
2
2 = 00000010

00 = Unused

000010 = Flags

URG ACK PSH RST SYN FIN

000010 = SYN

35/36
22 208
22 208  =   00010110 11010000

= 5840

Window Size – Buffer space limit

37/38
149 45
TCP Checksum

39/40
 0  0
Urgent Pointer

40 – 60 

Options – Sets Maximum Segment Size

End of TCP Header



Other Protocols

UDP Header


21/22 
Source Port

 

23/24
Destination Port



25/26
Length of UDP Header and Data

27/28
Checksum

29 onwards
Data 

ICMP Header


21
Type

8 – echo

0 – echo reply

22
Code



23/24
Checksum

25/26/27/28
Other Information

29 onwards
Data







